
 

 

 

CLIENT ALERT  MARCH 8, 2023 

Is Congress Getting Closer to Enacting Comprehensive 
Federal Data Privacy Legislation? 

As of 2021, 137 out of 194 countries have instituted some sort of comprehensive 
legislation to secure the protection of data and privacy.  However, in the United States, 
while Congress has enacted sectoral laws for specific industries, it has stopped short of 
enacting comprehensive federal data privacy legislation.  Further, many of these sectoral 
laws are limited to notices on how user data is used and grant limited opportunities for 
consumers to opt out.  In the absence of comprehensive federal law, a handful of states 
have now enacted, and many more have recently proposed, their own data privacy 
legislation.  But there are discrepancies between state data privacy laws that create 
uncertainty for consumers as to their rights and place additional burden on companies 
required to comply with the regulations.  For several years, Congress has attempted to 
enact comprehensive federal data privacy regulations without success.  Recent efforts 
offer some hope that Congress will get this proposed legislation across the finish line. 
Body 

Current Patchwork Approach in Enacted State Legislation  

As of 2023, five US states have enacted their own broad data privacy and security laws.  
California was the first to do so, enacting the California Consumer Privacy Act in June of 
2018, and since amending it with the California Privacy Rights Act.  Virginia, Colorado, 
Connecticut, and Utah have recently followed suit, and the newly enacted privacy 
regulations in these states have gone, or will go, into effect this year.1  Yet, as more states 
choose to create their own laws to protect their citizens’ privacy in the absence of 
comprehensive federal legislation, a comparison of these five state laws reveals a 

 
1 California: California Consumer Privacy Act (CCPA): 

https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&tit
le=1.81.5; California Privacy Rights Act (CPRA): https://www.caprivacy.org/cpra-text/ 

 Virginia: Virginia Consumer Data Protection Act (VCDPA): https://lis.virginia.gov/cgi-
bin/legp604.exe?211+ful+SB1392ES1+pdf 

Colorado: Colorado Privacy Act (CPA): 
https://leg.colorado.gov/sites/default/files/documents/2021A/bills/2021a_190_enr.pdf 

Connecticut: Connecticut Act Concerning Personal Data Privacy and Online Monitoring: 
https://www.cga.ct.gov/2022/ACT/PA/PDF/2022PA-00015-R00SB-00006-PA.PDF 

Utah: Utah Consumer Privacy Act (UCPA): https://le.utah.gov/~2022/bills/static/SB0227.html 

https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://www.caprivacy.org/cpra-text/
https://lis.virginia.gov/cgi-bin/legp604.exe?211+ful+SB1392ES1+pdf
https://lis.virginia.gov/cgi-bin/legp604.exe?211+ful+SB1392ES1+pdf
https://leg.colorado.gov/sites/default/files/documents/2021A/bills/2021a_190_enr.pdf
https://www.cga.ct.gov/2022/ACT/PA/PDF/2022PA-00015-R00SB-00006-PA.PDF
https://le.utah.gov/~2022/bills/static/SB0227.html
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problem of inconsistency in the scope, protections, obligations, and enforcement 
mechanisms that the regulations provide. 

For example, while three of the state laws include the receipt of non-monetary 
consideration in their definition of a “sale” of personal data, those enacted in Utah and 
Virginia limit “sale” only to situations where the data is exchanged for monetary 
consideration.  Additionally, in regard to the limitations imposed on the processing of 
sensitive data, California and Utah allow consumers to opt-out of such processing, while 
the other three state laws require that consumers opt-in before their sensitive data can 
be processed.  And in what has proven to be a very relevant distinction in recent 
attempts at passing comprehensive US federal data privacy legislation, California is the 
only state that currently provides for a private right of action that can be brought by 
consumers against companies that violate their data privacy rights. 

The discrepancies in state laws pose problems for US consumers and businesses alike.  
As a result of this patchwork of expanding state laws, it is difficult for consumers to 
know how their personal data is being processed, who is processing it, and what rights 
they may have related to the collection and processing of their personal data. On the 
other hand, businesses do not have clear guidelines within which to operate regarding 
data collection, and must ensure that they are complying with all obligations created by 
each of the five varying state privacy laws. 

Attempts at Federal Legislation: The American Data Privacy and Protection Act 

The American Data Privacy and Protection Act (ADPPA) is “the first bipartisan, 
bicameral national comprehensive privacy and data security proposal with support from 
leaders on the House Energy and Commerce Committee and the Senate Commerce, 
Science, and Transportation Committee.”2  It was introduced in the House on June 21, 
2022, and subsequently passed out of Committee by a 53-2 vote. 

However, the bipartisan measure ran into opposition from key leaders, especially from 
those states that have already enacted their own data privacy legislation, because the 
proposed federal standard is less stringent in some regards, but would still preempt the 
more stringent state laws. 

In a February 24, 2023 Hearing Memo from the Committee Majority to the Members of 
the Subcommittee on Innovation, Data, and Commerce, the Committee Majority 
identified six distinct issues on which testimony was heard in a March 1, 2023 hearing 
entitled “Promoting U.S. Innovation and Individual Liberty through a National 
Standard for Data Privacy.”  The listed issues focused on the interplay between proposed 
federal legislation and currently enacted state laws, among other considerations. 

 
2 https://www.congress.gov/congressional-report/117th-congress/house-report/702/1  

https://www.congress.gov/congressional-report/117th-congress/house-report/702/1


 

3 
 

Specifically, the issues raised in the Hearing Memo encompassed (1) the impact of the 
emerging patchwork of state data privacy laws on businesses that operate in the digital 
economy; (2) whether a federal standard should preempt state laws that would not be 
covered within such a standard; (3) the difference between a company using first party 
data or transferring such data to a third party for advertising; (4) why safe harbors are 
important for complying with federal law; (5) what aspects of other countries’ similar 
laws are too restrictive; and (6) why Congress should enact comprehensive federal 
legislation, rather than addressing the same concerns through rulemakings, or a 
continued state-by-state approach. 

In his opening remarks, Innovation, Data, and Commerce Subcommittee Chair Gus 
Bilirakis emphasized Americans’ need for more transparency over how their 
information is collected, processed, and transferred, and also stressed the need to 
ensure a responsible government approach to enforcing clear rules with which 
businesses will be obligated to comply.  He explained that companies, especially those 
that are small businesses, “shouldn’t be subject to random or punitive letters in the mail 
notifying them that certain practices could be unfair or deceptive,” and urged that 
Congress’s focus for the ADPPA going forward should be “achieving the right balance for 
the FTC to enforce a national privacy and data security law to protect Americans of all 
ages, while at the same time ensure that businesses that follow the rules aren’t subject to 
government overreach and frivolous litigation.” 

Ultimately, while progress is being made through bipartisan effort on addressing the 
current concerns surrounding the ADPPA, it is unclear if or when federal privacy 
legislation will actually be enacted.  This means that companies doing business in the 
United States must keep close tabs on states’ progress in enacting their own legislation, 
and ensure that they are keeping in compliance with those that apply to them.  Just in 
2023, the number of state laws that must be monitored has increased five-fold.  And 
with the uncertainty surrounding enactment of the ADPPA or any comprehensive 
federal privacy legislation, ensuring compliance with state laws is certain to become 
more onerous as more states make strong pushes to enact their own data privacy laws.  
Numerous states including New York and New Jersey have proposed their own state 
privacy bills in the past year.  As more and more such state laws are enacted in the 
absence of agreement on federal legislation, the burden and effort of ensuring 
compliance for companies is only certain to increase in the near future. 
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About Curtis 

Curtis, Mallet-Prevost, Colt & Mosle LLP is a leading international law firm.  
Headquartered in New York, Curtis has 19 offices in the United States, Latin America, 
Europe, the Middle East and Asia.  Curtis represents a wide range of clients, including 
multinational corporations and financial institutions, governments and state-owned 
companies, money managers, sovereign wealth funds, family-owned businesses, 
individuals and entrepreneurs.  The firm is particularly active on behalf of clients 
operating in the energy and renewable energy, commodities, telecommunications, 
manufacturing, transportation and technology industries. 

For more information about Curtis, please visit www.curtis.com. 

Attorney advertising.   The material contained in this Client Alert is only a general 
review of the subjects covered and does not constitute legal advice.   No legal or 
business decision should be based on its contents. 
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